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UNIT -1
| a. Classity and explain security goals and attacks. [0
b. Discuss the security mechanism and services. 10
OR
2 a. Classify Mono alphabetic and Poly alphabetic cipher. 10
b. List four kinds of Cryptanalysis attack and explain each. 10
UNIT - 11
5 a. With a neat diagram, explain DES Encryption Algorithm. 10
b. Describe in detail the key generation AES algorithm and 1ts expansion tformat. 10
OR
4 a. Describe triple DES and 1its application. 10
b. Mention and describe four types of AES transtormations. [0
UNIT - 111
5> a. Describe RSA algorithm. | O
b. What is trapdoor one way function? Explamn. [0
6 a. Describe with diagram. Optimal Asymmetric Encryption Padding (OALEP). 10
b. Explaimn Elgamal public-key Crypto system. 10
UNIT -1V
7 a. Describe the Diffie-Hellman key exchange protocol. Demonstrate the algorithm tor 4 = 533
and B = 3. Consider A4 s private key = 97 and B s private key = 255. 0
b. Explain X.509 certificate format i detail. [0
8 a. Explain with architecture. the general e-mail system. [0
b. What 1s PGP? Explain its basic scenario to provide file security. 10
UNIT -V
9 a. Explain the Secure socket laver architecture. [0
b. Explain. how master secret from pre-master secret 1s calculated? 10
10 a. Explam SSI. Handshake Protocol. [0
b. Briefly discuss the ISAKMP packet header format. [0



